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If you have not done so already, download Firefox and install it. It is more compatible with a SOCKS proxy than other
browsers in terms of security.

Get FireFox 
 
 The following instructions need to be done AFTER your ssh client (i.e. PuTTY) has been configured to open a secure
tunnel. Connecting through the tunnel with Firefox (or any other program) only works while the tunnel is actively open.
This means you must stay logged in for the entire time you are browsing. For instructions on downloading and
configuring PuTTY, click here. 
 
 To configure Firefox to work with the proxy follow these instructions: 
 -  Open FireFox. 
 -  Click 'Tools' at the top to pull down the Tools Menu. 
 -  From the menu, select 'Options...' at the very bottom. This opens the Options window. 
 -  Click 'Advanced' at the top right corner of the window. 
 -  Click the 'Network' tab. 
 -  Where it says 'Configure how Firefox connects to the Internet' click the 'Settings...' button. This opens the Connection
Settings window. 
 -  Select 'Manual proxy configuration:'. 
 -  Where it says 'SOCKS Host:' enter localhost into the box. 
 -  9) Where it says 'Port:' enter 9853 into the box. 
 -  Click the 'OK' button. 
 -  Click the 'OK' button on the previous window. 
 -  In the browser location bar (the place where you type web addresses), type about:config and press Enter. This opens
a different set of Firefox preferences. 
 -  Where it says 'Filter:' at the top, type network.proxy.socks. The list of preferences will automatically change to show
your proxy preferences. 
 -  Highlight 'network.proxy.socks_remote_dns' by clicking it only once. Then, right-click it. This opens a small pull-down
menu. Select 'Toggle' from the menu to change its value to 'true'. This adds privacy by preventing DNS queries from
leaking. This is the reason why Firefox is recommended over other browsers for using this service. 
 -  Close Firefox and restart it. 
 -  Go to a site like cmyip.com to check and make sure your IP address shows up as the proxy address and not your real
IP.   Click here to sign up for VectroProxy SSH tunnel and go online anonymously.
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